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We are in the forth 
industrial revolution

INDUSTRY 4.0

For a factory or system to be considered Industry 4.0, it must include:
● Interoperability
● Information transparency
● Technical assistance
● Decentralized decision-making

(Bernard Marr, Forbes, Jun 20 2016) 



3

For most people it is only Home Automation (as end-user)

Internet of Things - Perception



4

For most people it is only Home Automation 
(as end-user)

For some other is a new way to do 
DDOS attack or build a botnet

Internet of Things - Perception
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Perception of IoT and what it means 
is bind to user experience. 

Go beyond your (first) impression 

Internet of Things - Perception
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Previously on

Liferay IoT Experience at DevCon 
2016
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● Thing
Every physical or virtual element  able to produce data or execute command

● Data vs Information
A “data” is a simple observation of a phenomenon. An “information” provide the 
contextualization

Internet of Things

Data

Commands
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The same data generate multiple informations. The same information has 
different values or meaning depending on user

Internet of Things – Point of View

Smart Home

Smart City

Industry 4.0

Healt

Insurance

….

Manufacturer

Reseller / Sales Man

Installer / Repairman

Public Authority

Consumer / Citizen

….

Data

Information
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Internet of Things – Why Liferay
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extensions Liferay Digital Experience Platform
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Provider

Liferay

Device Connector Framework

Driver

MQTT

OPC-UA

100+

Eurotech Tridium

Beckhof

Azure

AWS

360+

On Premisis Solution

Custom Solution

WeDeploy

Device Sensor Metric ...

Provisioning Data & Event 
Streams

Actuation & 
Control

Social Vertical
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Knowledge M.
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WCM

Identity & Authorization

CRM ….

Liferay

ECM, WCM CRM, 
Collaboration, 
Social, Vertical,

….



12

IoT elements becomes 
Asset. I can use it into
CMS

Proof of Concept: Winery
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Proof of Concet: Dashboard and 
Navigation
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Liferay IoT Experience
The Big Picture

Liferay

Provider
MQTT

OPC-UA
Rest API

Tridium
AWS

Beckhoff
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On Premisis 

...
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Driver
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Informazioni

Analytics Modeling 
Tools

Analytics Base Storage
(data mart)

Presentation & Analysis

Machine Learning



Liferay IoT Experience

Part 2
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Three big pillar:
● Product Experience
● Manufacturing
● Support and Feedback (give value on)

Industry Point of View
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● Unique Identifier

Smart Product Experience
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● Unique Identifier
● Provisioning

– Customer
– Product for Customer
– Multiple Owner

Smart Product Experience
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● Unique Identifier
● Provisioning

– Customer
– Product for Customer
– Multiple Owner

● Device Management
– Connectivity
– Configuration
– Monitoring
– Firmware Upgrade

Smart Product Experience

● Channel
– Web Portal
– Mobile App
– Device Panel
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Smart Product Flow

IoT Gateway

Liferay IoT Experience
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● “Static” Dashboard
● “Static”  Navigation
● Limited customization

Smart Product End User
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● Static and dynamic 
Dashboard

● More customization 
options

Smart Product Industry User
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Smart Product Dynamic Dashboard

file:///home/maumar/Documenti/smc/Eventi/2017/11_redhat/demos/dashboard.mp4
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Boss needs answers
● How much time, and resources, I spent to realize a 

single product?
● Am I using my machinery efficiently?
● How much can I increase my production without new 

investments?
● Am I able to prevent delay or failure?

Manufacturing
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● Is a project requiring planning

Industrial Internet of Things
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● Is a project requiring planning
● Pay attention to real critical aspects

Industrial Internet of Things

Collect Store

Present

Analyze Present
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Receive / Retrieve:
● Metrics
● Status Events
● Allarms
● Field description

Data Ingestion and Commands
Field Device Connector Framework

MQTT
OPC-UA
Rest API

Tridium
AWS

Beckhoff
WeDeploy

On Premisis 
...

Liferay

... ...

Driver Passive
Driver Tridium

Driver xyz

Stream 
Mangling

Normalized 
Data

Field Data

Gateway

Processor

Message 
Queue

LIFERAY
Device abstraction Layer

Liferay use normalized datas
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Receive / Retrieve:
● Metrics
● Status Events
● Allarms
● Field description

Send:
● Status commands
● Actuation commands

Data Ingestion and Commands
Field Device Connector Framework

MQTT
OPC-UA
Rest API

Tridium
AWS

Beckhoff
WeDeploy

On Premisis 
...

Liferay

... ...

Driver Passive
Driver Tridium

Driver xyz

Stream 
Mangling

Normalized 
Data

Field Data

Gateway

Processor

Message 
Queue

LIFERAY
Device abstraction Layer

Liferay use normalized datasLiferay invoke services
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● (near) real-time feedback to different actors
– Boss
– Maintainer
– Manager

Industrial IoT Hot Path

Collect Store

Analyze

Present

Present
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● Drill up, Drill down navigation
● Geo Localization and Micro Localization
● Derived metrics or attributes
● Dynamic dashboard
● … more to come

Machine Plant Navigation
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Machine Plant Navigation

file:///home/maumar/Documenti/smc/Eventi/2017/11_redhat/demos/plant.mp4
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● Data aggregation, enrichment, transformation
● Feedback for different actors

– Boss
– Maintainer
– Manager

Industrial IoT Cold Path

Collect Store

Analyze

Present

Present
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● Things to consider
– Big Data
– Quality Data
– Goals

● Is a never ending process

Data Analysis, Prediction, 
Machine Learning
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● Data Knowledge
– Data sources definition
– Metadata definition
– Relations

Analytics Experience
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● Goal Definition
– Identify quality data
– Define concrete Context

Analytics Experience
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● Data Knowledge
– Data sources definition
– Metadata definition
– Relations

● Goal Definition
– Identify quality data
– Define concrete Context

● Data Mart
– We have more, with 

specific datas

Analytics Experience

● Action
– Use the most suitable tool 

for the purpose
● Goal!

– Take the decision
– Results could be a quality 

data?
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Analytics Experience

SOURCES  + CONFIGURATION STORAGE + ANALYTIC MODELS + PRESENTATION

DATA KNOWLEDGE
(LIFERAY) 

DATA ANALYSIS AND PRESENTATION
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Thank you!

Liferay IoT Experience
The platform that makes Liferay ready for Industry 4.0
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Contacts

Liferay IoT Experience
The platform that makes Liferay ready for Industry 4.0

Mauro Mariuzzo 
M2M Team – SMC Treviso
mauro.mariuzzo@smc.it
@MariuzzoMauro

Federico Cosentino
M2M Team – SMC Roma
federico.cosentino@smc.it

Rocco Germinario
Analytics Team – SMC Treviso
rocco.germinario@smc.it

Davide Gulli
M2M Team – Smc Roma
davide.gulli@smc.it
@davide_gulli

Paolo Bianchi
Analytics Team – Smc Treviso
Paolo.bianchi@smc.it
@PaoloBianchi_TV
Mauro Celani
M2M Team – Smc Roma
mauro.celanu@smc.it
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● https://www.forbes.com/sites/bernardmarr/2016/06/20/what-everyone-must-know-about-industry-4-0/#6eac238e795f

Images and pictures
● Christoph Roser at  “AllAboutLean.com”
● http://www.freepik.com
● https://openclipart.org/
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